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a b s t r a c t
In this paper, we study the construction of Rotation Symmetric Boolean Functions (RSBFs)
which achieve a maximum algebraic immunity (AI). For the first time, a construction of
balanced 2p-variable (p is an odd prime) RSBFs with maximum AI was provided, and the
nonlinearity of the constructed RSBFs is not less than 22p−1−

2p−1
p

+ (p−2)(p−3)+2;
this nonlinearity result is significantly higher than the previously best known nonlinearity
of RSBFs with maximum AI.
© 2011 Elsevier Ltd. All rights reserved.
1. Introduction
The pseudo-random generators using Boolean functions in stream ciphers have been the objects of a lot of cryptanalyses.
This has led to efficient implementations of Boolean functions with a large number of variables combined with some
desirable properties. But the technology restricts the possibilities. In fact, a Boolean function of 38 input variables, which
is rather small, will fit into the largest available physical memory block. Thus we must choose a complex function, which
possesses properties that enable a straightforward implementation.
Rotation Symmetric Boolean Functions (RSBFs) represent really good candidates on this point. Boolean functions which
are invariant under the action of the cyclic group Cn are called rotation symmetric Boolean functions. These functions have
been analyzed in [1] where the authors studied the nonlinearity of these Boolean functions and found encouraging results.
This study has been extended in [2,3], and important properties of RSBFs have been demonstrated.
In recent years algebraic attacks [4,5] have become an important tool in cryptanalysis of symmetric cipher systems. A
new cryptographic property for designing Boolean functions to resist this kind of attacks, called algebraic immunity (AI), has
been introduced [6,7]. Since then several classes of Boolean functions with large AI have been investigated and constructed
against the algebraic attack [8–11].
The highest nonlinearity of even-variable RSBFswithmaximumAIwas presented in [12], where the authors usemajority
function and toggled its outputs at the inputs of the orbits of weight ⌈n/2⌉ and ⌊n/2⌋ to obtain RSBFs with nonlinearity
higher than 2n −

n−1
n/2

+ 4. But [12] cannot provide balanced even-variable RSBFs. We here work in the construction of
balanced RSBFs with maximum AI; the nonlinearity of our constructed 2p-variable RSBFs can be higher than the previous
constructions (only our construction ensures balance).
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2. Preliminaries
An n-variable Boolean function f (x1, x2, . . . , xn) can be seen as a multivariate polynomial over F2, that is,
f (x1, x2, . . . , xn) = ∑I⊆{1,2,...,n} aI ∏i∈I xi, where aI ∈ F2. The maximum cardinality of I with aI ≠ 0 is called the algebraic
degree, or simply the degree of f and denoted by deg(f ). The Walsh transform of f is a real-valued function defined as
Wf (w) =∑x∈Fn2(−1)f (x)+x·w , and the nonlinearity of f is defined as
NL(f ) = 2n−1 − 1
2
max
u∈Fn2
|Wf (u)|. (1)
The support of f is denoted by supp(f ) = {x|f (x) = 1}, and the weight of f is the cardinality of supp(f ) (abbr wt(f )), and f
is called a balanced Boolean function iff wt(f ) = 2n−1.
A nonzero n-variable Boolean function g is called an annihilator of f if f ∗ g = 0, we denote the set of all annihilators of
f by AN(f ). The algebraic immunity (AI) of f is defined as AI(f ) = min{deg(g)|0 ≠ g ∈ AN(f ) ∪ AN(1+ f )}. It is known [5]
that for any n-variable function, the maximum possible AI is ⌈n/2⌉.
For xi ∈ F2, we define ρkn(xi) = xi−k if i > k, and ρkn(xi) = xi+n−k if i ≤ k. Then we can extend the definition of ρkn
on vectors as ρkn(x1, . . . , xn) = (ρkn(x1), . . . , ρkn(xn)). And f is called a rotation symmetric Boolean function if and only if
f (ρkn(x1, x2, . . . , xn)) = f (x1, x2, . . . , xn) for any 0 ≤ k ≤ n− 1.
Let us define Gn(x1, x2, . . . , xn) = {ρkn(x1, x2, . . . , xn)|0 ≤ k ≤ n−1}, that is, the orbit of (x1, x2, . . . , xn) under the action
of ρkn . In [3] it was shown that theWalsh transform of an RSBF f takes the same value for all elements belonging to the same
orbit, i.e.,Wf (u) = Wf (v) if v ∈ Gn(u). For analyzing the Walsh spectrum of RSBFs, the Krawtchouk polynomial should
be studied at first. Krawtchouk polynomial [13] of degree i is defined by Ki(k, n) = ∑ij=0(−1)j  kj   n−ki−j . The following
lemmas are known results about Krawtchouk polynomial Ki(x, n).
Lemma 1 ([10]).
1. K0(k, n) = 1, K1(k, n) = n− 2k,
 n
k

Ki(k, n) =
 n
i

Kk(i, n);
2. For even n,
Ki(n/2, n) =

0, i odd,
(−1)i/2

n/2
i/2

, i even.
Lemma 2 ([9]). The equality
∑r
i=0 Ki(k, n) = Kr(k − 1, n − 1) holds for any 0 ≤ r ≤ n and n, k ≥ 1; If n is even, then
|K n
2−1(k, n− 1)| ≤ 1n−1

n−1
n/2

holds for any 1 ≤ k ≤ n− 2.
3. Construction of balanced 2p-variable RSBFs with maximum AI
From now on, we will assume that n = 2p and p is an odd prime. We start with some basic technical discussion. For any
u ∈ F2p2 , it is clear that the cardinality |Gn(u)| has four values: 1, 2, p, 2p; and forwt(u) = p, the cardinality |Gn(u)| only has
two values: 2, 2p. It is clear that |Gn(u)| = 2 if and only if u = (1, 0, 1, 0, . . . , 1, 0). Nowwe denoted by Num the number of
orbits with cardinality 2p andweight p, note that Num ·2p+1×2 =

2p
p

, thenwe have Num =

2p
p

−2
2p and 2 | (Num−1).
Lemma 3. Let N = p − 3 and νk ∈ Fn2(1 ≤ k ≤ N), supp(νk) =

1, 2, . . . , n2 − 1
 ∪ {n/2 + k}. Then there exists a set
D ⊆ F2p2 (|D| =

2p
p

/2+ 2p2 − 7p− 1) such that ∪1≤k≤N Gn(νk) ⊆ D, and for any x ∈ D, x¯ ∈ D.
Proof. Let us denoted by Ω1 the sets of orbits {Gn(x)|x¯ ∉ Gn(x)} ∪ {Gn(x¯)|x¯ ∉ Gn(x)}, denoted by Ω2 the sets of orbits
{Gn(x)|x¯ ∈ Gn(x)}. Denoted by t1 = |Ω1|/2, and t2 = |Ω2|, then 2t1 + t2 = Num.
It is easy to show that there exists integer x1, and x2 such that 2x1 + x2 = Num−12 + N , and we can obtain D by select 2x1
orbits fromΩ1 (all Gn(νk) and Gn(ν¯k) should be chose) and x2 orbits fromΩ2. Thus, we finish the proof. 
Proposition 4 ([14]). Let n be even and let a1, . . . , a n
n/2
 be an ordering of all vectors of weight n/2 in Fn2. For every i ∈
{1, 2, . . . ,

n
n/2

}, let us denote by Ai the flat {x ∈ Fn2|supp(x) ⊆ supp(ai)} and by A◦i the flat {x ∈ Fn2|supp(ai) ⊆ supp(x)}.
Let I, J and K be three disjoint subsets of {1, 2, . . . ,

n
n/2

}. Assume that, for every i ∈ I , there exists a vector bi ≠ ai such
that bi ∈ Ai \ [∪i∗<i Ai∗ ]. Assume that, for every j ∈ J , there exists a vector ci ≠ ai such that ci ∈ A◦i \ [∪i∗<i A◦i∗ ].
Then the function with support set {x ∈ Fn2|wt(x) > n/2} ∪ {ai|i ∈ J ∪ K} ∪ {bi|i ∈ I} \ {ci|i ∈ J} has the maximum AI.
The main purpose of this section is to construct balanced RSBF with maximum AI by Proposition 4. In [9], some
constructions to satisfy Proposition 4 have been given. However, their construction cannot give any RSBFs. Before giving
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our construction, we need some notations: W p = {x ∈ F2p2 |wt(x) = p},W>p = {x ∈ F2p2 |wt(x) > p},W<p = {x ∈
F2p2 |wt(x) < p}. Denoted by D2 = W p \ D, then |D2| = |D| + 2p and for any x ∈ D2, x¯ ∈ D2.
Construction 1.
1. Take n = 2p(p ≥ 5), C = Gn(1, 1, . . . , 1),D is the set as defined in Lemma 3.
2. ξ1 (wt(ξ1) = p + 1 and |Gn(ξ1)| = p) such that there exists ξ2 ∈ D2 with wt(ξ2) = p, supp(ξ2) ⊆ supp(ξ1) and
supp(ξ2) ⊈ supp(ρ j(ξ1)) for 1 ≤ j ≤ p− 1.
3. Let λk ∈ Fn2(1 ≤ k ≤ N) satisfy supp(λk) = {1, 2, . . . , k+ 1} ∪ {n/2+ k}, and denoted by E = ∪1≤k≤N Gn(λk).
4. Construct
f (x) =

0, x ∈ C ∪ D ∪ Gn(ξ1) ∪W<p \ E,
1, otherwise.
It is clear that |Gn(λp)| = n for 1 ≤ p ≤ N and that supp(ρq(λp)) ⊆ supp(ρq(νp)) ∀0 ≤ q ≤ n − 1. We also have the
following lemma.
Lemma 5. (1) For 1 ≤ k ≤ N, 0 ≤ q1 < q2 ≤ n− 1, we have supp(ρq2(λk)) ⊈ supp(ρq1(νk));
(2) For 1 ≤ k1 < k2 ≤ N, 0 ≤ q1, q2 ≤ n− 1, then supp(ρq2(λk2)) ⊈ supp(ρq1(νk1)).
Proof. We only prove (2) here, and the proof of (1) is similar.
From the definition of λk2 and νk1 , we have {1, 2, n/2 + k2} ⊆ supp(λk2) and {1, 2, n/2 + k2} ⊈ supp(ρq(νk1)) for any
q. Then
If q1 − q2 ≥ 0, supp(ρq2(λk2)) ⊈ supp(ρq1(νk1))⇔ supp(λk2) ⊈ supp(ρq1−q2(νk1)).
If q1 − q2 < 0, supp(ρq2(λk2)) ⊈ supp(ρq1(νk1))⇔ supp(λk2) ⊈ supp(ρq1−q2+n(νk1)).
So, we have supp(ρq2(λk2)) ⊈ supp(ρq1(νk1)). 
Theorem 6. The function f in Construction 1 is a balanced RSBF with maximum AI.
Proof. Note that |C | = 1, |D| =

2p
p

/2 + 2p2 − 7p − 1, |Gn(ξ1)| = p, |W<p \ E| = ∑p−1i=0  2pi  − 2p(p − 3), then
supp(f ) = |C | + |D| + |Gn(ξ1)| + |W<p \ E| = 22p−1. So f is balanced.
Let I = {1, 2, 3, . . . , n · N}, and for i ∈ I such that i = 1 + (k1 − 1) · n + q1(0 ≤ q1 ≤ n − 1), we have
bi = ρq1(λk1), ai = ρq1(νk1). Denote byAi the linear subspace {x ∈ Fn2|supp(x) ⊆ supp(ai)}, thenwehave bi ≠ ai and bi ∈ Ai.
Now we prove bi ∉ ∪i∗<i Ai∗ for any i∗ < i. Suppose that ∃i∗ < iwith bi ∈ Ai∗ . Let i = 1+ (k1 − 1) · n+ q1(0 ≤ q1 ≤ n− 1)
and i∗ = 1+ (k2 − 2) · n+ q2(0 ≤ q2 ≤ n− 1), then by the definition of Ai, we have
supp(ρq1(λk1)) ⊆ supp(ρq2(νk2)) (2)
then by Lemma 5, Relation (2) implies that k1 < k2 or q1 < q2, k1 = k2. Which contradicts with the fact that i∗ < i. So we
prove that bi ∉ ∪i∗<i Ai∗ .
Let J = {n ·N+1, n ·N+2, . . . , n ·N+p+1}, for i ∈ J , with i = n ·N+ j(0 ≤ j ≤ p−1). If j = 0, then ci = (1, 1, . . . , 1)
and ai ∈ D2 such that supp(bn·N+1) ⊈ supp(ρk(ξ1)) for any 0 ≤ k ≤ p− 1. If j > 0, ci = ρ i−1(ξ1) and ai = ρ j−1(ξ2).
Let K = {n · N + 6, . . . , n · N + 12

n
n/2

}, and for i ∈ K , ai are selected from D2 \ {ai|i ∈ J} (with any order).
Then by Proposition 4 the function with support
x ∈ Fn2|wt(x) > n/2
 ∪ {ai|i ∈ J ∪ K} ∪ {bi|i ∈ I} \ {ci|i ∈ J}
has maximum AI, which is equal to say that f has maximum AI. 
Based on the result of Krawtchouk polynomial in Lemmas 1 and 2, we can determine the nonlinearity of f .
Theorem 7. NL(f ) ≥ 22p−1 −

2p−1
p

+ (p− 2)(p− 3)+ 2.
Proof. For any u ∈ Fn2,
Wf (u) =
−
x∈W<p\E
(−1)x·u +
−
x∈E
(−1)1+x·u +
−
x∈D
(−1)x·u +
−
x∈D2
(−1)1+x·u +
−
x∈W>p
(−1)1+x·u + 2
−
x∈C∪Gn(ξ1)
(−1)x·u.
Note that (−1)x¯·u = (−1)wt(u)(−1)x·u, if wt(u) is odd, Wf (u) = 2K n2−1(wt(u) − 1, n − 1) − 2
∑
x∈E(−1)x·u − 2 +
2
∑
x∈Gn(ξ1)(−1)x·u; If wt(u) is even,Wf (u) =
∑
x∈D(−1)x·u +
∑
x∈D2(−1)1+x·u − 2
∑
x∈E(−1)x·u + 2
∑
x∈Gn(ξ1)(−1)x·u + 2.
Then we can divide the proof into the following four cases,
Case 1: wt(u) = 0, thenWf (u) = 0 since f is balanced.
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Table 1
Comparison nonlinearity for 2p-variable RSBFs.
p = 5 p = 7 p = 11 p = 13 Balance
Construction in [12] 390 6480 1744440 28354136 No
Construction 1 394 6498 1744510 28354244 Yes
Case 2: wt(u) = 1, then by Lemma 1, we have Wf (u) = 2Kp−1(0, 2p − 1) − 2∑x∈E(−1)x·u − 2 − 2(wt(ξ1) − p) =
2

2p−1
p

− 2(p− 2)(p− 3)− 4.
Case 3: 3 ≤ wt(u) ≤ 2p−1 andwt(u) odd, by Lemma2,we haveWf (u) ≤ |2Kp−1(wt(u)−1, 2p−1)|+|2∑x∈E(−1)x·u|+
2+ 2|∑x∈Gn(ξ1)(−1)x·u| ≤ 22p−1  2p−1p + 4(p− 3)p+ 2+ 2p.
Case 4: 2 ≤ wt(u) ≤ 2p and wt(u) even,
|Wf (u)| ≤
−
x∈D
(−1)x·u +
−
x∈D2
(−1)1+x·u
+
2−
x∈E
(−1)x·u
+
2 −
x∈Gn(ξ1)
(−1)x·u
+ 2
=

2p
p

+ 4p2 − 14p− 2−
−
x∈Wp
(−1)x·u
+ 4p(p− 3)+ 2p+ 2
since
∑
x∈Wp(−1)x·u = Kp(wt(u), 2p), then by Lemma 2, |Wf (u)| ≤

2p
p

+ 8p2 − 24p−

2p
p
 
p
wt(u)/2

/

2p
wt(u)

.
Note that

2p
p

= 2

2p−1
p

, and that the largest |Wf (u)| occurs when wt(u) = 1, then |Wf (u)| ≤ 2

2p−1
p

− 2(p −
2)(p− 3)− 4. Thus, we end the proof by using Relation (1). 
At the end of this section, we compare the nonlinearity obtained by [12] to Construction 1 in Table 1. Table 1 clearly
shows the superiority of Construction 1.
4. Conclusion
In this paper, we give a construction of balanced RSBFs on 2p-variables with maximum AI. Since the nonlinearity of
Boolean functions should be high for against linear attack, we also investigate the nonlinearity of obtained RSBFs. As shown
in the paper, our constructed 2p-variable RSBFs achieve high nonlinearity.
However, it seems difficult for us to extend our method for general n since there exist different orbits for general n.
(In fact, we can obtain balanced RSBFs with maximum AI for some other variables, but the nonlinearity are not good.) So,
for general n, it will be interesting for us to continue working on constructing balanced RSBFs with maximum AI and high
nonlinearity in the future. On the other hand, there are also some other problems need to be studied such as whether the
constructed RSBFs can achieve high resiliency and be robust against fast algebraic attacks.
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